
Powering the Internet of You.

(personal) data rules the world
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Everything is connected
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Everything is connectedIf you’re not paying, you’re the product
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Privacy is dead. long live privacy!*

*Jo Glanville, Index on Censorship, 2011



Ⓒ
20

17
 C

on
fid

en
tia

l

AI should improve people’s lives
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Sentiance is a data science company that 

analyzes sensor data to understand 

human behavior & context to 

let its clients develop new products and 

services that turn the Internet of Things 

into the Internet of You
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Non-personal information
Data that relates to but cannot identify a data subject

Personal information
Data that can directly or indirectly identify a data subject

• type	of	device
• type	of	OS
• type	of	mobile	browser
• information	on	use	of	the	Application
• accelerometer	data	and	gyroscope	data
• activity	information,	step	detection	and	step	count
• Bluetooth	information	and	battery	information.	

• Sentiance	ID	number	stored	on	end	user	mobile	phone	
• collection	and	processing	of	real-time	location
• e-mail	address	(Journeys)
• confirmation	on	the	age	restriction	(Journeys)

WHAT’S IN THE DATA?
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Explicit consentTransparency

Pseudonymization

• Separation of 
identifiable data

• Grouping/obscuring/…

• Collecting and processing solely 
for the agreed upon purpose

• Privacy by design

• Clear privacy policy
• Recipient of information
• Third party access

• Age restriction 
• Acceptance of policy 

PRIVACY BASELINE

CONTROLLERS & PROCESSORSDATA PROTECTION OFFICER
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DEMO FLOW

Agree with readable privacy policy + verify e-mail

Allow background location

Use application
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DEMO PRIVACY POLICY

A.  Information collected through the Application
B.  Purpose of collection and use of information
C.  Third party recipients of information
D.  Security, reliability and retention of information
E.  Your rights
F.  Data controller coordinates
E.  Amendments

+ sign in to see your information
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DEMO DASHBOARD
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WHAT ARE WE?

Data controller For Journeys Mobile Application for showcasing & sales purposes

Data processor For all of our client engagements (B2B)

• We only use first party data from the applications of our clients
• We only receive data provided with explicit consent
• We take precautions to safeguard and pseudonymize data

• Any data transmitted is encrypted using industry standard 
(RSA) encryption algorithms.

• We sandbox all data
• For applications requiring it, all sensitive data, like locations 

and itineraries will be deleted immediately after processing 
and will never be stored in our data bases.

• We only process and analyze data when authorized and adequate 
for the purpose
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Privacy 
Policy

Security 
Measures

Terms & 
Conditions

License & Data 
Processing Agreement Minimal requirementsInternal privacy policy 

Technical & organizational 

sentiance as data processor client facing application

SDK

API

HOW THE DATA POLICIES FLOW
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LICENSE AGREEMENT WARRANTIES
Standard terms & conditions as well as a specific data protection clause are added to the 
license agreement stipulating the necessary compliance with the current directive and 
future regulation. Sentiance provides for a minimum privacy policy baseline in its Journeys 
privacy policy available via: http://www.sentiance.com/privacy-and-security/journeys/

Licensee “Licensee warrants that (..) it shall bind each End User through an 
explicit opt in to a privacy policy that contains at least the consents, 
notices, information and opt-out possibilities as provided required by 
the applicable laws, regulations and industry guideline.”

Sentiance “Sentiance acts as a data processor for the Licensee in respect of 
personal data collected and processed (…) processes the personal data 
only on documented instructions from the Licensee (…) take all measures 
required in respect of he security of processing as set out in Article 32 of 
the General Data Protection Regulation (“GDPR” - EU 2016/679)”
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DATA PROCESSING AGREEMENT COMPONENTS
As an additional Exhibit to the license agreement, personal data stipulates the necessary 
details concerning the use and processing of such data. Upon request of the client also a 
separate data processing agreement can be put in place. 

Data subject Elaboration on data subjects referred to in license agreement

Controller & processor Sentiance only acts as Processor and will never become the 
Controller with respect to the Licensee Data. 

Categories of data Identification of non-personal and personal data used

Processing operations Details on specific processing activities

Sub-processors Details on sub-processors and hosting services used
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TECHNICAL & ORGANIZATIONAL MEASURES
In order to make sure personal data is processed in a secure manner, certain technical & 
organizational measures are required, made available via: 
https://www.sentiance.com/privacy-and-security/technical-and-organizational-measures/

Control Defined control mechanisms to ensure quality and security of data 
processed by Sentiance, amongst others data processing clauses 
and/or standard contractual clauses (cross-border) set-up as part of 
utilization control with data processors, offshore development hubs and 
services providers.

Confidentiality Protective agreements with all employees, data processors and 
business relationships

Other recipients Legitimate ground for regulators or law enforcement 
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HOW WE DEAL WITH PERSONAL DATA

Internal 
privacy policy

Clear agreements with all employees, consultants, resellers and 
others directly contributing to Sentiance

Security Protective control mechanisms to ensure quality and adequate 
security of data processed by Sentiance
Regular PEN testing and security audits
Information security management

Continuous revision & updates needed

signed upon start
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PROTECTING YOUR DATA & PRIVACY OF YOUR USERS

data subject 
>16 years old

Explicit consent 

connected
device(s)

baseline compliance with
Journeys privacy policy(1)

sentiance platform

PRIVACY FLOW BASED ON DATA MINIMIZATION

e.g. mobile sensor 
data, identification
data, device data

personal data 
pseudonymised(2)

SDK

Dedicated
cloud hosting 
provider

API

Client integration

client agreements
with appropriate

terms & conditions

References
1. declared at Belgian Privacy Commission under VT005061888
2. pseudonomysed data is non-attributable to the data subject by

the people who hold or receive it, unless with additional
information or codes that are kept seperate and secured

3. according to EU standards AND subject to specific contractual
measures including adherence to the journeys privacy policy.

data processors
offshore development hubs
service providers

other recipients (legitimate ground) 
such as regulators & law enforcement

Data processing clauses and/or 
standard contractual clauses

Back-end

Connected
device(s)

appropriate technical & organizational measures with
transfers limited to recipients with adequate level of 

protection or providing appropriate safeguards(3)

Data intake
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www.sentiance.com
@sentiance

privacy@sentiance.com
www.sentiance.com/privacy

Q&A


